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RELIEF SOUGHT 

The prosecution respectfully requests the Court deny, in part, the Defense Addendum to 
Defense Motion to Compel Discovery #2 (hereinafter "Defense Motion") insofar as the defense's 
request consists of the following three categories of information that are not relevant and 
necessary for production under RCM 703: 

(1) Information that predated, and contributed to, the Department of State (the 
"Department") draft damage assessment dated August 201 1; 

(2) Purely administrative records; and 

(3) Personally Identifiable Information (PII) of persons negatively affected by the 
unauthorized disclosures, to include those persons identified by the WikiLeaks Persons at Risk 
Group (WPAR) as being put at risk. 

This Supplemental Response also serves as notice to the Court for which of the requested records 
exist. 

BURDEN OF PERSUASION AND BURDEN OF PROOF 

As the moving party, the defense bears the burden of persuasion and must prove any 
factual issues necessary to decide this motion by a preponderance of the evidence. See Manual 
for Courts-Martial, United States, RCM 905(c) (2012). 

FACTS 

On 18 May 2012, the prosecution made the Department's draft damage assessment dated 
August 201 1 available to the defense for inspection. 

On 7 June 2012, three Department witnesses, specifically Ms. Marguerite Coffey, Ms. 
Rena Bitter, and Ms. Catherine Brown, testified during a motions hearing in the above captioned 
courts-martial. The witnesses referenced the below records in their testimony and testified that 
they were unaware whether the below records remain in existence: 

(1) Written assessments produced by the Chiefs of Mission used to formulate a portion 
of the draft damage assessment completed in August of 201 1; 



(2) Written Situational Reports produced by the WikiLeaks Working Group between 
roughly 28 November 2010 and 17 December 2010; 

(3) Written minutes and agendas of meetings by the Mitigation Team; 

(4) Information Memorandum for the Secretary of State produced by the WPAR; 

(5) A matrix produced by WPAR to track identified individuals; 

(6) Formal guidance produced by WPAR and provided to all embassies, including 
authorized actions for any identified person at risk; 

(7) Information collected by the Director of the Office of Counter Intelligence and 
Consular Support within the Department of State regarding any possible impact from the 
disclosure of diplomatic cables; and 

(8) Any prepared written statements for the Department's reporting to Congress on 7 and 
9 December 2010. 

See Appellate Exhibit (AE) CXXXXIL 

On 7 June 2012, the prosecution requested the Court delay the Court's ruling on the 
Defense Motion to Compel Discovery #2 for information pertaining to the Department for thirty 
days to search for the above referenced records. See id. 

On 7 June 2012, the defense submitted its Addendum to Defense Motion to Compel 
Discovery #2 and requested the above records. The defense requested that the prosecution 
disclose this material under RCM 701(a)(2) or, in the alternative, RCM 703. The defense also 
requested that the prosecution disclose this material under RCM 701(a)(6). See id. 

On 8 June 2012, the Court ordered the prosecution to immediately begin the process of 
searching for and inspecting the above records. The Court ordered the prosecution to notify the 
Court no later than 9 July 2012 which of the above records exist and, for those records that do 
exist, file a supplemental response to the Defense's Motion to Compel Discovery #2. See id. ; 
see also AE CXLVIIat7. 

The Department searched for the above records and information and made all found 
material available at the Department for review by the prosecution. The prosecution reviewed all 
the provided material (except where otherwise annotated below) at the Department and hereby 
notifies the Court of its findings: 



The job title of the individual is the Director of the Office of Counter Intelligence and Consular Support within the 
Bureau of Intelligence and Research, not the Director of the Office of Counterintelligence. 

On 22 June 2012, the Court ruled that "[ejvidence maintained by other government agencies, whether aligned with 
the Prosecution or not, are not within the control of military authorities I AW RCM 701(a)(2)." AE CXLVII at 5. 
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(1) The written assessments produced by the Chiefs of Mission used to formulate a 
portion of the draft damage assessment completed in August of 201 1 consist largely of cables 
sent to, and from, affected embassies relating to the cables released up until August of 201 1; 

(2) The written Situational Reports produced by the WikiLeaks Working Group, a 24/7 
working group composed of senior officials from throughout the Department designed to 
monitor the immediate crisis stemming from the released cables and coordinate the Department's 
response, between roughly 28 November 2010 and 17 December 2010, consist of the then real- 
time developments regarding cables released up until that time, summaries of published news 
articles relating to the cables released up until that time, and updates from select regions of the 
world regarding the cables released up until that time; 

(3) The written minutes and agendas of meetings by the Mitigation Team, a group 
created to address the policy, legal, security, counterintelligence, and information assurance 
issues presented by the release of these documents, consist of formal meeting notes, PowerPoint 
slides of administrative matters and substantive issues, and documentation on information 
exchanged with other federal organizations; 

(4) The Information Memoranda for the Secretary of State produced by WPAR, a group 
tasked with identifying persons referenced in released cables who are at risk, providing guidance 
to local embassies who request assistance on behalf of those persons, and tracking all persons at 
risk, consist of background information relating to the creation of the WPAR, any assistance 
requested by embassies from the WPAR (to include examples of requested assistance), regional 
reports by bureaus, guidance to embassies on how to identify and assist persons at risk, 
summaries of WPAR's duties, and the status of reviewed cables related to persons at risk; 

(5) The matrices produced by WPAR consist of PII of individuals and their family 
members who are identified by WPAR as persons at risk based on the released cables to track the 
status of these individuals; 

(6) The formal guidance produced by WPAR and provided to all embassies, including 
authorized actions for any identified person at risk consists of procedures for embassies seeking 
assistance from WPAR, the steps the Department takes should someone request relocation, 
additional options available to the embassies, and a list of best practices; 

(7) The information collected by the Director of the Office of Counter Intelligence and 
Consular Support within the Department regarding any possible impact from the disclosure of 
diplomatic cables consists of translated foreign open-source internet articles, select cables, the 
Department's draft damage assessment dated August 201 1 to which the defense already has 
access, regional assessments relating to the released cables, and no other versions of the draft 
assessment; 4 and 



* For the purpose of this Motion, the prosecution considers PII to include any information that could be used by 
another to identify a specific individual. 
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(8) The Department did not find any prepared written statements for the Department's 
reporting to Congress on 7 and 9 December 2010. Based on those dates and Under Secretary 
Kennedy's testimony, only informal discussions would have occurred between Department 
officials and members of Congress, therefore there are no written statements or other documents. 

WITNESSES/EVIDENCE 

The prosecution does not request any witnesses or evidence be produced for this 
response. The prosecution respectfully requests that the Court consider the Appellate Exhibits 
referenced herein. 

LEGAL AUTHORITY AND ARGUMENT 

The Due Process Clause of the Fifth Amendment requires the prosecution to disclose 
evidence that is favorable to the defense and material to guilt or punishment. See Brady v. 
Maryland , 373 U.S. 83 (1963). RCM 701(a)(6) states that the prosecution "shall, as soon as 
practicable, disclose to the defense the existence of evidence known to the trial counsel which 
reasonably tends to negate the guilt of the accused of an offense charged, reduce the degree of 
guilt of the accused of an offense charged, or reduce the punishment." RCM 701(a)(6). The 
prosecution will disclose to the defense, or submit to the Court for in camera review for limited 
disclosure under MRE 505(g)(2), any records found that are discoverable under Brady or RCM 
701(a)(6), for which the a privilege under MRE 505(c) is not claimed. 

RCM 703(f) states that "|e]ach party is entitled to the production of evidence which is 
relevant and necessary." RCM 703(f)(1); see also United States v. Graner , 69 M.J. 104, 107 
(C.A.A.F. 2010) (stating that RCM 703 is "grounded on the fundamental concept of relevance"); 
MRE 401 (defining relevant evidence as "evidence having any tendency to make the existence of 
any fact that is of consequence to the determination of the action more probable or less probable 
than it would be without the evidence"). The discussion to the rule states that "[r]elevant 
evidence is necessary when it is not cumulative and when it would contribute to a party's 
presentation of the case in some positive way on a matter in issue." RCM 703(f)(1), discussion. 
Evidence that is material to the preparation of the defense under the control of other government 
agencies can be relevant and necessary for discovery, requiring production of the evidence under 
RCM 703. See AE CXLVII at 5. The burden is on the defense for production of evidence 
outside the control of military authorities for discovery under the relevant and necessary standard 
in RCM 703. See RCM 905(c); see also AE CXLVII at 5. 

For the reasons below, the following information within the above categories are not 
relevant and necessary for production under RCM 703: (1) information that predated, and 
contributed to, the Department's draft damage assessment dated August 201 1; (2) purely 
administrative records; and (3) PII of persons negatively affected by the unauthorized 
disclosures, to include those persons identified by WPAR as being put at risk. 



4 The prosecution did not finish its review of all the cables in this category based on the volume of information. 
The prosecution estimates that it has approximately 500 more cables to review. 
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I: ABSENT THAT WHICH IS DISCOVERABLE UNDER BRADY OR RCM 
701(a)(6), INFORMATION THAT PREDATED, AND CONTRIBUTED TO, 
THE DEPARTMENT'S DRAFT DAMAGE ASSESSMENT IS NOT 
NECESSARY BECAUSE IT IS CUMULATIVE TO THE DEPARTMENT'S 
DRAFT DAMAGE ASSESSMENT WHICH THE PROSECUTION HAS MADE 
AVAILABLE TO THE DEFENSE FOR INSPECTION. 

"Relevant evidence is necessary when it is not cumulative and when it would contribute 
to a party's presentation of the case in some positive way on a matter in issue." RCM 703(f)(1), 
discussion. On 18 May 2012 and based on the Court's ruling, the prosecution made the 
Department's draft damage assessment available to the defense for inspection. Absent that 
which is discoverable under Brady or RCM 701(a)(6), information that predated, and contributed 
to, the Department's draft damage assessment is cumulative, thus not subject to production under 
RCM 703. 

The following categories contain information that predated, and likely contributed to, the 
Department's draft damage assessment, and therefore are cumulative: 

( 1 ) Written assessments produced by the Chiefs of Mission used to formulate a portion 
of the draft damage assessment completed in August of 201 1; 

(2) Written Situational Reports produced by the WikiLeaks Working Group between 
roughly 28 November 2010 and 17 December 2010; 

(3) Written minutes and agendas of meetings by the Mitigation Team; 

(4) Information Memorandum for the Secretary of State produced by WPAR; 

(5) Matrices produced by WPAR to track identified individuals; and 

(6) Formal guidance produced by WPAR and provided to all embassies, including 
authorized actions for any identified person at risk. 

II: PURELY ADMINISTRATIVE RECORDS ARE NOT RELEVANT AND 
NECESSARY. 

Relevant evidence "means evidence having any tendency to make the existence of any 
fact that is of consequence to the determination of the action more probable or less probable than 
it would be without the evidence." RCM 401; see also Graner, 69 M.J. at 108 (RCM 703 is 
"grounded on the fundamental concept of relevance"). "Relevant evidence is necessary when it 
is not cumulative and when it would contribute to a party's presentation of the case in some 
positive way on a matter in issue." RCM 703(f)(1), discussion. 

A portion of the written minutes and agendas of meetings by the Mitigation Team contain 
purely administrative records without any substantive value or that have no identifiable 
connection with the relevant mitigation effort. Such records are irrelevant and would not 
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"contribute to a party's presentation of the case in some positive way," thus not subject to 
production under RCM 703. 

Ill: PERSONALLY IDENTIFIABLE INFORMATION OF PERSONS 
NEGATIVELY AFFECTED BY THE ACCUSED'S CHARGED 
MISCONDUCT, SPECIFICALLY ANY SUCH INFORMATION LISTED ON 
THE MATRICES PRODUCED BY THE WIKILEAKS PERSONS AT RISK 
GROUP, IS NOT DISCOVERABLE OR RELEVANT AND NECESSARY FOR 
PRODUCTION. 

PII of persons negatively affected by the accused's charged misconduct, particularly 
those persons put at risk based on the released Department cables, is not discoverable under 
Brady or RCM 701(a)(6). Further, such information is not relevant and necessary under RCM 
703 because such information, inter alia, would not "contribute to a party's presentation of the 
case in some positive way on a matter in issue." Even if material to the preparation of the 
defense, any PII of persons put at risk based on the released Department cables is not material to 
the preparation of the defense to the extent that it is relevant and necessary. 

IV: SHOULD THE COURT ORDER THE PRODUCTION OF THE ABOVE 

RECORDS, THE PROSECUTION REQUESTS NO LESS THAN 45-60 DAYS 
TO NOTIFY THE COURT WHETHER THE PROSECUTION WILL SEEK 
LIMITED DISCLOSURE IAW MRE 505(g)(2) OR CLAIM A PRIVILEGE ON 
BEHALF OF THE DEPARTMENT IAW MRE 505(c) AND TO PRODUCE 
THE RECORDS TO THE DEFENSE, IF NECESSARY. 

Assuming, arguendo, the Court orders production of the above records or some portion 
thereof, the prosecution requests no less than 45-60 days to notify the Court whether the 
Department will seek limited disclosure under MRE 505(g)(2) or claim a privilege under MRE 
505(c) and to produce the documents under RCM 701(g), MRE 505(g)(2), or MRE 505(c), if 
necessary. Based on the prosecution's review, the prosecution estimates that the above records 
total more than 5,000 documents, a large majority of which are marked classified. The 
prosecution estimates that the Department will need no less than 45-60 days to review those 
documents for which production is ordered to determine whether it will seek limited disclosure 
or claim a privilege. 

CONCLUSION 

For the above reasons, the prosecution respectfully requests the Court deny, in part, the 
Defense Motion insofar as the defense's request consists of the following three categories of 
information that are not relevant and necessary for production under RCM 703: 

(1) Information that predated, and contributed to, the Department's draft damage 
assessment dated August 201 1 ; 

(2) Purely administrative records; and 
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(3) PII of persons negatively affected by the unauthorized disclosures, to include those 
persons identified by WPAR as being put at risk. 




J. HUNTER WHYTE 
CPT, JA 

Assistant Trial Counsel 



I certify that I served or caused to be served a true copy of the above on Mr. David 
Coombs, Civilian Defense Counsel, via electronic mail, on 9 July 2012. 




J. HUNTER WHYTE 
CPT, JA 

Assistant Trial Counsel 
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